RAPIER v. 3.1

(Rapid Assessment & Potential Incident Examination Report)

By Russ McRee

Prerequisites

32-bit MS Windows (N'T/2000/XP)

Numerous third-party utilities (refer to listing at end of column)
.Net Framework version 1.1 or higher

| freely admit the fact that, at times, I  nd myself really excited when
researching potential topics for this column and stumble across a real
gem. RAPIER is just such a gem. Though still in its development
infancy, it is of massive bene t to malware researchers and forensic
investigators. RAPIER is an acronym for Rapid Assessment & Po-
tential Incident Examination Report. The current version may also
be referred to as RPIER or Regimented Potential Incident Examina-
tion Report and is the work of Joe Schwendt and Steve Mancini of
Intel. Its currently offered under the GNU Public License v.2* and
isa rst responders tool used to obtain volatile information from
Windows OS computer systems.

According to their presentation at the 18th Annual FIRST? Confer-
ence, RAPIER is a security tool built to assist in malware collection
and analysis. It is designed to acquire commonly requested informa-
tion and samples during an information security event, incident, or
investigation. RAPIER automates the entire process of data collec-
tion and delivers the results directly to the hands of a skilled security
analyst. With the results, a security analyst is provided information
which can aid in determining if a system has been compromised,
and can potentially determine the method of infection, the changes
to the system, and the steps to recover/clean the system. RAPIER can
also be used to provide anti-malware vendors with the information
necessary to update their de nitions les, enabling a highly effective
means for rapid response to potential malware infections. *

RAPIER is available on SourceForge.net. http://sourceforge.net/
projects/rpier

Again, note that, until the next release, SourceForge is hosting the
RPIER version. Also note that a user training presentation a bit
immature but a great starting reference is included in the Source-
Forge downloads for this project.

Ive had the pleasure of discussing this project directly with Joe
Schwendt, and he indicates some exciting developments on the
horizon. According to Joe, the tool was originally released as Intel
RPIER under the GPL \2; however, a fork is in progress which has
a less restrictive license to allow for a more complete and better out-

1 http://www.gnu.org/copyleft/gpl.htmI#SEC1
2 http:/imww. rst.org/

3 http://Mmwww. rst.org/conference/2006/program/rapier_-_a_1st_responders_info_collection_
tool.html
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of-box experience. It will be renamed back to RAPIER with this
fork, as RAPIER is simply a better moniker. A stub project has been
setup on Google Code already http://code.google.com/p/rapier/

and theyre in the process of gathering requirements for version
3.2, which they Il include in the public release.

Part of the issue you Il discover when attempting to use RAPIER
at rstis nding all of the third party tools (see third-party utilities
at the end of the column) that the developers cant distribute due to
the GPL. They d like to provide a much more pleasant out-of-box
experience, so they Il be morphing accordingly. Thus, though the
modules will be released separately, they Il maintain the Engine un-
der the GPL.

Joe and Steve also have several modules slated for development, so
they re planning a whole new release sometime in late Q1. The pros-
pect of a UNIX release is also on the horizon, currently in early beta
stages.

Preparing for use

When you download RAPIER and unzip it, it will place all compo-
nents in a self-contained directory structure that is entirely portable.

You Il nd conf, Modules, and tools. After the rst run a Results direc-
tory will populate. The RPIER.conf le will refer to a number of
elements attributable to a server-based installation. For this exercise,
I disabled any server references and kept the entire process local.
Parameters are disable via the venerable # before the statement.
Keep inmind as you use RAPIER in this manner, it will remind you
that your connection to the server is of ine. By no means does this
deter RAPIER from functioning fully.

As mentioned earlier, a number of third party tools reside in subdi-
rectories in the tree. In each you will nda le called Required _
Files.txt. If licensing issues prevented the developers from in-
cluding the tool, they listed the needed le here. So, due to these
licensing restrictions, you Il have to retrieve the needed  les from nu-
merous places. I ve hopefully eased a bit of that process in the third-
party utilities section.

After you populate each of the Modules directories with the missing
tools, you Il note they become available for selection in the RAPIER
Ul, rather than disabled in red.

I didnt add the McAfee module to my install, but I should have up-
dated ClamAV before my rst run  version 0.88.7 is current, while
0.88.1 is included in the RAPIER install. Grab the win32 native
precompiled here: http://oss.netfarm.it/clamav/ les/clamav-win32-
0.88.7.7z

This version utilizes the Visual Studio 2005 libraries included in the
RAPIER install.






